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The Rhodes email server receives 500,000 incoming messages a day. Of that number, only about
15,000 (3%) are legitimate messages. The rest are spam. Spam is not only irritating or offensive.
Spam mail may contain viruses or spyware. It may also make
you susceptible to identity theft or fraud. SEE ALSO:

. . . Managing Junk Email in Microsoft
We have implemented Barracuda, a Spam Firewall designed to Outlook
protect our email server from spam, virus, spoofing, phishing and
spyware attacks. Barracuda scans incoming messages and
assigns each message a score based on virus and spam-related content. Depending on the score,
the message will be handled in one of four ways:

Blocked - Messages with high spam scores are automatically deleted. Senders of those messages
are notified that their emails were blocked as spam. If you hear from a correspondent that their
email has been blocked (“"Subject: Undeliverable: **Message you sent blocked by our bulk email
filter**"), please notify the Help Desk. It's possible you will also receive an email saying your
message has been blocked. If so, a spam program may be “spoofing” your address, so the
“blocked message” notification is coming back to you as the presumed sender of spam; you may
delete this message and ignore it. However, if you get a “blocked message” notice for a legitimate
email you have sent, please notify the Help Desk.

Quarantined - Messages with moderate-to-high spam scores are sent to a Quarantine Inbox on
the Barracuda server. You may receive an email notifying you that you have messages in your
Quarantine Inbox. Review these to see if any legitimate (non-spam) messages have been
quarantined as messages are deleted from quarantine after fifteen (15) days.

Tagged - Messages with low-to-moderate spam scores are delivered to your Inbox with [Possible
Spam] in the subject line. You may set Microsoft Outlook to put these messages in your Junk
E-mail folder as soon they arrive.

Delivered - Messages with very low

scores are usually legitimate email
messages. These are delivered to your Rhodes College Barracuda Spam Firewall
Inbox unchanged.
Login
Using the web you can manage your Flease enter yaur username and passward belaw. If you
quarantined messages, create and edit a are the administrator, type your administrative credentials.
personal whitelist (safe senders) and
blacklist (blocked senders). Language: | English 3
Username: || comame

1. To connect to Barracuda, go to Password: [gessesss

https://smtp4.rhodes.edu :

or connect to it from the w{%

Rhodes Login Page.



http://www.rhodes.edu/barret/
http://www.rhodes.edu/barret/about.asp
http://www.rhodes.edu/barret/research.asp
http://www.rhodes.edu/barret/library.asp
http://www.rhodes.edu/barret/technology.asp
http://www.rhodes.edu/barret/help.asp
http://www.rhodes.edu/barret/askus.asp
http://www.rhodes.edu/barret/search/search.asp
http://www.rhodes.edu/barret/askus.asp
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci840262,00.html
http://www.rhodes.edu/barret/askus.asp
http://www.rhodes.edu/barret/5.3.10_Junk_Email_Outlook.pdf
http://www.rhodes.edu/barret/5.3.10_Junk_Email_Outlook.pdf
http://www.rhodes.edu/barret/5.3.10_Junk_Email_Outlook.pdf
https://smtp4.rhodes.edu/
http://www.rhodes.edu/login.asp
http://www.rhodes.edu/barret/5.3.10_Junk_Email_Outlook.pdf
http://www.rhodes.edu/barret/5.3.10_Junk_Email_Outlook.pdf

2. Enter your Rhodes network/email username and password and click on Login.
ratsche e e 3. After logging in, you'll be presented

il OUARANTINE INBOX | PREFERENCES | English ~ with a list of your quarantined
messages.

Quarantine Inbox Page:l of 1
[15_~eiter] hone +|pattem: | Apply Fiter | 4. To help you determine if a
quarantlned message is spam or not,

[ Messages older than 15 days will be removed . .
e ooea e R you may click on a message subject
[Celiver [ whirelizt [ whitelist/Not Spam || Delete | [ classify as gpam [ Classify a5 Mor Spam | to view the message:

[] Time Received Fraom Subject Actions

D 09/07/07 05:55:07 "Darrel Sumner" <vilfswz@msn.com Working People Need This Deliver Whitelist Delete T]II'IE REI:EiVEd: Dg,’usf’o? 10 2818

[[] 08/07/07 0514837 "Frankie Witt" <angus.campbell@sit Since taking your product. i am completely cured of imp Celiver Whitelist Delete From: 'George Greer' <HOBOQ@hotmal o>

[ 08/07/07 00:30:31 "Evic Bailey” <igretec.com@richardjNeed Software? Deliver Whitelist Delere Subject: Wanna meet?

[ 05/06/07 20:34:28 "Dors Champagne" <info@asspops. retail price: $6720.00 Our price - US $ 129.95 Autodesk Deliver Whitelist Delete

[ 09/06/07 15:19:26 "Park Seed” <info@parkscs.cam>  Plant Roses Now for Best Spring Blooms - plus a Double Deliver Whitelist Delete

[] 09/06/07 14:55:23 "Swansen Health Products" <Swans Lee Smansan Research Update Deliver Whitslist Delete Hi gorgeons,
[[] 08/06/07 11:139:07 " Ryana" <hindDrnf@hotmail.com> Replica designer veatch wholesale Deliver Whitelist Delete
[] 05/08/07 10128118 "Gesrge Grear” <HGROQ@hstmail. Wanna meat? Deliver Whitelist Delete Tour friend give me your email cause he says you looking
tor a gulfiiend. Hope we can out for a dating and we begin from
[] 0%/05/07 00:04:26 "Adan Mejia" <Blairdbloyce@beforeradices Deliver Whitelist Delete e P an
there ol?
[] 09/04/07 20:52:57 "Bennic Higgins" <FelipescHiggins€hackle Deliver Whitslist Delste

Send me email asap if you got
tirne at Hannah@penmailproe. info

5. You may individually handle each of the messages in your Quarantine Inbox by selecting one of
the actions to the right of the subject line.

Deliver - Delivers the message to your Rhodes email Inbox (and removes it from Quarantine).

Whitelist — Adds the sender to your personal whitelist (allowed senders). All future emails
from this sender will automatically be delivered to you.

Delete - Deletes the message from your Quarantine Inbox.

6. You can also handle your quarantined email in bulk by Current Message Log Count:29
checking the boxes next to multiple messages (or selecting ~ [eliver J[ whitelise || whitelist/oc spam ][ Delere ]
all messages by clicking the checkbox in the gray bar to the [¥] Nime Received From %
left of "Time Received”) and clicking the Delete, Deliver or TEATHIT IHETES) "Sears” ScoareEeseaeaems>
Whitelist button above the message list as appropriate. ORAQDT BRnEEsEE el & Wogre” <ErogBuprea@be

7. You'll notice additional buttons for bulk handling above the message list:

Whitelist/Not Spam - Adds the sender(s) to your personal whitelist (allowed senders) and
“trains” Barracuda to better recognize suspect emails as not being spam.

Classify as Spam - Trains Barracuda to better recognize spam so future similar messages will
receive higher spam scores and may be blocked rather than quarantined.

Classify as Not Spam - Trains Barracuda to better recognize suspect emails as not being
spam.

8. Click the Preferences tab at the
top of the Barracuda window to
manage your whitelist and
blacklist and to set your
preferred configuration of how quarantined mail and spam are handled.

PREFERENCES !

QUARANTIMNE INBOI

9. Use the Whitelist/Blacklist tab allowed Email Addresses and Domains {(Whitelist)
under Preferences to create and Email Address | Buk £t |
manage lists of allowed senders Ernail sent from addresses entered
(Wh|te||st) and blocked senders famil},r.cum| here will not be analyzed for spam,
) K A but will be scanned for viruses,
(blacklist). You can add individual cousin@hotmail.com 1




10.

11.

addresses or domains by typing them in the text box and clicking the Add button. Adding a
domain (such as family.com) to your whitelist makes anyone with that email domain
(mom@family.com, dad@family.com, etc.) an allowed sender. Use the Bulk Edit button to
open a window to add multiple addresses or domains to your whitelist at one time. Use the
trash can (W) to remove addresses from your whitelist or blacklist.

Use the Quarantine Settings Quarantine Enable /Disable Save Changes
tab under Preferences to tell —
If Mo, messages that would ordinarily
Barracuda how you want Bnelslle QuErERRinE: @ ves Ono |Peguarantined will be delivered with
. : = = "[QUAR]T" in the subject line.

quarantined messages (those Recommended: Yes
Wlth mOderate'tO'hlgh Spam Quarantine Notification Save Changes
scores) handled. We strongly

O Dail Determines h f i il
recommend that you leave iy i e o0

Notification Interval: O weekly e Lo
& Never Recommended: Daily

Enable Quarantine set to Yes!
With this setting, Barracuda will : ——
. . Set the email address that will receive

keep the messages in its Maotification Address: quarantine notifications for this account,

. Default: rutschrnan@rhodes.edu
Quarantine Inbox. You may set
how often you receive a notice telling you there are messages in your Quarantine InBox - and
where that message is sent. If you set Enable Quarantine to No, all these messages will be
delivered to your Rhodes email Inbox with [Quarantine] in subject line.

We advise that you use the default Spam Settings as set up by our email administrator. If
you set Enable Spam Filtering to No, your spam will not be blocked!

When you mark | Whitelist/Blacklist I Quarantine Settings |
MESSages as spaM  gpam Filter Enable/Disable
or not spam (in Step
i i If No, all ill be deli d
7)’ that Informatlon Enable Spam Filtering: ®ves ONo with‘;ufber?negsz‘:gﬁi.;?ﬂlforesp:ﬁ:?re
goes into the Recommended: Yes
Baye5|an Lea rning Barracuda Bayesian Learning
A\Y H 14
Database to “train alert: Spam classification is not effective unless at least 200
Barracuda how to messages have been classified for each type (Spam/Not Spam).
better distinguish ecifiod
iy Messages classified as "Spam™: 0
Span_‘l from Iegltlmate Messages classified as "Mot Spam": 0
ema”- If YOU Reset Bayes Database: Expert Only
inadvertently marked :
s Bayesian Database Backup
a legitimate message _
as spam or a junk EZSSEESE;WESHH Save file to local system
message as not Restore Database: [m][m] Upload file fram lacal system

spam, you may want
to Reset the Bayes Database to remove the incorrect information. Unfortunately, it will also
remove all other information you have set as “spam” or “not spam” and you will essentially
have to restart that training. Unless ...

... If you're aggressive about marking quarantined messages as “spam” or “not spam,” you may
want to occasionally Backup Bayesian Database. That way, if you wrongly mark a message
as “spam,” you can Reset the database and then Restore Database from your backup so
your previously accurate spam training is not lost.



