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View an animated demo of these instructions! SEE ALSO:

- requires_Flash Player Wireless Network Instructions (Vista)

Wireless Network Instructions (Mac)
Before following these instructions, you must make sure that
your Windows XP Pro computer has the drivers for the wireless
card properly loaded and Service Pack 2 installed.

Wireless Network Instructio ns
(Windows Mobile)

Guest Wireless Instructions

1. Make sure that you have changed your network password
before proceeding.

2. Click the bubble stating that there is a wireless network
available. Or, from the Windows taskbar, click

(1 Wireless networks detected x

One of more wireless networks are in range of this computer
Ta see the list and connect, click this message

Start > Connect to > Wireless Network Connection

) Wireless Network Connection

3. You will be presented with a Wireless
Network Connection window. You should
see an available wireless network of
Rhodes_Wireless. This is the Rhodes
Wireless Network. If you do not see
Rhodes_Wi.ireless as available, do not
continue with these instructions.

Network Tod Choose a wireless network

B Refrech network list Click an item in the list below to connect to a wireless network in range or to get more

ation.

((ﬁ))
‘i Security-enabled wireless network (WPa)
(o) Rhodes_Wireless

;’; Set up a wireless network, Guest_Wireless

for & home or small office

il

Related Tasks

1) Learn about wireless rk (WPA)

networking .« IF you wank ko connect to this nel

L Change the order of
preferred netwarks

4. Select Rhodes_Wireless and click
“Change Advanced Settings” in the
“Related Tasks” area. The Wireless
Network Connection window will
disappear.

g Change advanced
Setl\nQS{h’

Make advanced changes to the way this connection connects ko wireless networks f

Connect

5. A window will appear called

3 3

-4 Wireless Network Connection Properties

-4 Wireless Network Connection Properties

Wire [ ess Netwo rk Connection General | Wirsless Networks | Advanced General | Wirsless Networks | Advanced

H A\
P rO p e I’t | ES . M a ke Su re U se Use Windows to configure my wireless network settings Use Windows to configure my wireless network settings
W| n d OWS tO CO n fl g u re m y Available netwarks: Available networks:

H H "oy To connect to, disconnect from, or find out more information To connect to, disconnect from, or find out more information
Wi re I eSS n etWO rk Settl n g S | S abaout wireless networks in range, click the button belaw. abaout wireless networks in range, click the button belaw.
checked.

Preferred netwarks: Preferred netwarks:
- . Automatically connect to available networks in the order listed Automatically connect to available networks in the order listed
6. If Rhodes_Wireless appears in below below
the Preferred Networks area, e (e
H H w H ”
select it and click the “Properties hoeon) haeton)
button.
Add Bemowve Propejties Add Remave Froperties
If Rh od es Wi re I ess d oes n ot Learn about setting up wireless netwark Learn about setting up wireless netwark
—_ —_— figuratiar, = figuratiar,
I . k h “ d d ” b configuration, configuration,
appear, click the “A utton.
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11.

12.

13.

14.

15.

16.

You will now see a Wireless Network
Properties screen. This is the place where
you actually configure your laptop for
802.1x on the Rhodes Wireless Network.

If the Network name (SSID) is not already
provided, type in Rhodes_Wireless.

Select WPA from the “Network
Authentication” menu.

Select TKIP from the “Data encryption”
menu.

Make sure “computer-to-computer network”
is not checked.

Click the “Authentication” tab.

In the Authentication view, make sure that
the box to “Enable IEEE 802.1x
authentication for this network” is checked.

Select Protected EAP (PEAP) as the EAP
type.

Uncheck "Authenticate as computer when
computer information is available,” and
leave the other checkbox unchecked.

Click the Properties button for EAP type to
go to the Protected EAP Properties screen.

Rhodes_Wireless properties

Azzociation |.-'-‘-.uthentiu:@tiun Connection

Metwork name [S510); | ‘

Wirelezs network, key

Thiz nebwark. requires a key for the falloswing:

Metwark Authentication:

[rata encryptian:

| TKIP |

Cancel ]

Wireless network properties

Azsociation | Authentication |D:|nnecti|:|n

Protected EAP [PEAP) v |

X

[] Authenticate as computer when computer information is availabls

EAP tppe:

[] Authenticate as guest when user or computer information is
unavailable

i]4 ] [ Cancel




Protected EAP Properties

When connecting:
Yalidate server certificate

|:| Connect to these servers:

Trusted Root Certification Authorities:

|:| TC TrustZenker Time Stamping CA -
Thawte Personal Basic CA

Thawte Personal Freemail CaA

Thawte Personal Premium Ca

Thawte Premium Server CA

Thawte Server CA

Thawte Timestamping CA

[] UTH-USERFirst-ohject

WeriSign Trusk Metwork

Werisign Trust Metwork,

WeriSign Trusk Metworlk

Werisign Trust MNetwork

WeriSign Trust Metwork,

WeriSign Trusk Metwork

Werisign Trust Metwork,

Weriign Trust Metwork,

[] #cert 2 by ST “
< >

|:| Do not prompt user to authorize new servers or trusked
certification authorities.

Select Authentication Method:

|Secured password (EAP-MSCHAP w2} L4 |

I Ok ] [ Cancel l

[JEnable Fast Reconnect

17.

18.

19.

20.

21,

In the Protected EAP Properties window,
leave the “Validate server certificate”
checked.

In the Trusted Root Certification
Authorities area, check all of the Thawte
and VeriSign checkboxes.

In the Select Authentication Method menu,
select the Secured password (EAP-
MSCAHP v2) option.

Click the Configure button.

In the EAP MSCHAPvV2 Properties box,
make sure that the checkbox is

unchecked. Click OK.

EAP MSCHAPv2 Properties X

“When connecting:

] Automatically use my *Windows logon name and
pazsword [and damain if any).

l ak. Q[ Cancel ]

22. Click OK to close each of the three remaining open windows:

Protected EAP Properties E|g| Wireless network properties

When connecting: Association | Authentication |Eunnech0n Genelal| “wireless Metworks ‘Adyanced
Yalidate server certificate X . . X
Use Windows ta configure my wireless netwark settings
|:| Cannect ta these servers:
| Available networks:
To conmect to, dizconnect fram, o find out mare information
Trusted Root Certification Authorities: about wireless networks in range. click the button below.
[ UTN-USERFirst-Object o EAP type: | Protected EAP (PEAP) vl Wiew Wireless Netwarks
YeriSign Trust Network,
VeriSign Trust Network - Erefened networks . -
Verisian Trust Netwark ﬁ:ltuoxallcalw conhhect to available networks in the order listed
YeriSign Trust Netwark,
Verisign Trust Network [] Authenticate as computer when computer information is available i FRhodes_Wireless [Automatic]
YeriSign Trust Metwark -
< > ' ' o
[[] Authenticate as guest when user or computer infarmation is
[]Do nat prompt user to authorize new servers or trusted unavailable
certification authorities,
Add... ] l Remaove ] ‘ Properties ‘
Select Authentication Method:
Lean about setting up wireless netwark,
| Secured password (EAP-MSCHAP v2) | [ Configure.., | configuation
[CJEnable Fast Reconnect




(i Wireless Network Connection 3] 23.You may be back at the Wireless
Network Tasks Choose a wireless network Network Connection window. If you are,
make sure Rhodes_Wireless is

g Refresh network list Click ar itern in the list below to connect ko a wireless network in range or to get mare

o atien, selected and click the Connect button.

(i - )) Rhodes_Wireless

&

<2 Seltup 3 wireless network.
For a home or small office

—— If you ar e nréturned to this window, look
IR for a Wireless Network Connections balloon

ﬁ Chafngetdhentrderkgf (‘ )) Guest_Wireless to appear over the SyStem Tray In the Iower
preferred networ . M

@’ Change advanced ﬁ 't Security-enabled wireless network (WPA) l'l!ﬂ r g ht corner Of yo ur screen. CI IC k on th €
settings ba I |00n .

1) Wireless Network Connection x

Click here to select a certificate or other credentials for
connection to the network Rhodes_Wireless

‘5 Mekwork Connections

Enter Credentials 3] 24.You should be prompted to enter your credentials to log into
- the Rhodes Wireless Network. Use your Rhodes Network
username as the user name, type in your network password,
and use RHODES for the logon domain. Click OK.

25.Logging in may take 15-30 seconds. Look for another
balloon to appear over your system tray indicating that you
are now connected.

e

User name: | username |

Passward: | LTI T |

1 Wireless Network Connection is now connected | *

Logon domain: | RHODES| | Connected to: Rhodes_Wireless

Signal Skrength: Excellent

Tl Snaglt Studio - [UREi. ..

[ [ol'8 %l [ Cancel ]

Connect to fileserver1.rhodes.edu

s
b

26. When you go to access a network service, such as the
Fileserver, that requires authentication, you will need to
authenticate for that service just like you were on a physical
Ethernet connection. Be sure to type your username as
RHODES\username in the user name area, as is required by
Windows XP.

Connecking ko FILESERYER1

User name: |§ RHODES|username V|
Passward: [esssases || 27.Windows XP should now automatically log you in to the
Rhodes Wireless Network when you get in range. You will
not need to type your username or password to access the
Rhodes Wireless Network when you come into range the

[CIremember my password

I oK [}_l [ Cancel ] ereless access p0|nt5- Y Wireless Network Connection Status ‘E‘El
General | Suppert|
Cannection
) ; . ) Status Connected
28.If you are not going to be using your wireless connection for a Network Rhodes_Wielss
while, it is a good idea to Disable the connection. This will help s Sri
your laptop wake from sleep faster and will save your battery life Signal Srengin aill
when you are using the laptop in areas without wireless access. Aty 5
Sent Received
From the Windows Taskbar, click » . i .
"ackets:
Start > Connect to > Wireless Network Connection Crezeer ) (o J (vt s |
Then in the resulting window, click the Disable button.




